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Keeping the Skies Open for Drones
A Pro-Market Approach to Privacy and Airspace Management

By Marc Scribner’
“Kentucky man shoots down drone spying on 16-year-old daughter.”!
“Goodbye, privacy: ‘Selfie-drones’ will hover over vacationers.”?

These recent, attention-grabbing headlines illustrate the sorry state of the current public
discussion on the use of civilian unmanned aircraft systems (UAS).

Not only are UAS, particularly small unmanned aircraft systems (sUAS), often portrayed in
a negative light, these reports and commentaries are often riddled with factual inaccuracies
and glaring omissions. For example, the Kentucky man who claimed he was protecting his
daughter’s privacy may not have been entirely truthful to his arresting officers. In the days
following the incident, the sSUAS operators released data and video footage seemingly
contradicting the man’s claims.?

The notion that we face a binary choice between privacy and enjoyment of UAS services
ignores the adaptability of existing privacy and harassment law to deter and hold operators
accountable for the breaches that worry so many.

This paper addresses two major concerns often cited by supporters of more government
intervention into the emerging UAS market: privacy and air traffic management. Contrary
to claims that the only solution to UAS challenges is more government, the private sector
and existing laws are well equipped to handle the future deployment of UAS technology.

In any discussion of potential costs, it is important to keep in mind the potential benefits.
UAS offer great potential benefits in improved precision agriculture, aerial surveying and
photography, infrastructure inspection, disaster response, parcel delivery, and other
applications. The commercial UAS market is expected to grow substantially in coming
years, with a 2013 industry forecast suggesting total nationwide economic benefits of $82.1
billion by 2025.* Policy makers should recognize that misguided policy can have dire
consequences for a nascent technology and proceed with caution.

According to the National Conference of State Legislators, as of October 8, 45 states have
considered 166 bills related to UAS in 2015.° Of these, 20 states passed legislation and four
adopted resolutions related to UAS operations.® This brings the total number of states with
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UAS statutes on the books to 26.” In addition, numerous municipalities have attempted to
codify UAS operations as either permissible or impermissible.

The aims of UAS-related legislation vary widely. State and local governments have sought
to address real or perceived UAS problems associated with critical infrastructure,®
agricultural use,’ voyeurism,'® law enforcement applications,'' and hunting and fishing,'
among other concerns. Maryland stands out in that it has explicitly preempted counties and
municipalities from regulating or prohibiting UAS operations."?

The motivations behind these bills appear sincere. However, other than the Maryland bill
preempting localities and attempts to define appropriate law enforcement uses, UAS
legislation is at best unnecessary.'* At worst, it will excessively burden UAS developers and
operators in those states.

The Federal Aviation Administration (FAA) is in the process of developing national rules
for sUAS." Before proceeding with potential legislative remedies to real or perceived
problems associated with civilian UAS operations, state and local governments should at
the very least wait until the FAA finalizes the basic SUAS regulatory framework, which the
agency is expected to promulgate before the end of the decade.

Privacy. Much of the negative publicity surrounding civilian unmanned aircraft systems
involves malicious surveillance, such as spying into the windows of private residences.
Several state legislatures have taken up bills to address these perceived privacy risks.
However, most of these legislative proposals ignore actual privacy risks and existing laws
that protect individual privacy from malicious UAS surveillance.

First, the common law already affords civil remedies to people whose privacy is invaded by
UAS.'® As the Restatement (Second) of Torts, an influential treatise that summarizes widely
adopted principles of tort law in the United States, explains:

One who intentionally intrudes, physically or otherwise, upon the solitude or
seclusion of another or his private affairs or concerns, is subject to liability to the
other for invasion of his privacy, if the intrusion would be highly offensive to a
reasonable person.'’

Importantly, under this doctrine, the touchstone of liability is the offensiveness of the
intrusive observation. It does not matter zow a person wrongfully intrudes upon the privacy
of another, nor whether the intrusion is visually captured or published.

Second, states universally offer additional privacy protections through criminal statutes.'®
Much like privacy torts, these statutes focus not on the specific devices used to commit
surveillance crimes, but on the underlying nature of the conduct. As UAS legal expert
Brendan Schulman notes: “If I'm taking pictures through a window and I use a broom stick
instead of a drone, it’s the invasive behavior that concerns lawmakers—not what you use.”"



Some states offer more robust criminal surveillance protections than others. For instance,
Alabama offers perhaps the weakest protections, as its criminal surveillance statute
proscribes video and still photography only if such surveillance is conducted while
trespassing on private property.?® Given that malicious UAS operators may not always
commit the act of trespassing in the traditional sense, Alabama’s statute could offer stronger
protections that better reflect public expectations of privacy. To strengthen the privacy
protections contained in the state’s criminal surveillance statute, lawmakers should consider
two legislative approaches.

First, Alabama could expand the reasonable expectation of privacy standard already
contained in its aggravated criminal surveillance statute, which does not turn on whether the
offender engaged in trespassing. Instead, that statute makes it a crime to “intentionally
engage[] in surveillance of an individual in any place where the individual being observed
has a reasonable expectation of privacy, without the prior express or implied consent of the
individual being observed, for the purpose of sexual gratification.”?! However, the
voyeurism requirement that the offender surveil the individual being observed do so “for the
purpose of sexual gratification” is obviously too narrow to protect against potential UAS
privacy violations that concern the public.

Second, Alabama could extend property rights further into the air so that the trespassing
standard becomes more effective in protecting against a broader class of UAS privacy
violations. Applying property rights to airspace is rooted in precedent. The Supreme Court
held in United States v. Causby that “airspace at this low altitude is so close to the land that
continuous invasions of it affect the use of the surface of the land itself. We think that the
landowner, as an incident to his ownership, has a claim to it, and that invasions of it are in
the same category as invasions of the surface.”?* Causby involved a North Carolina farmer
whose chickens kept dying due to regular military overflights as low as 83 feet above his
property. While rejecting the common law ad coelum doctrine, which held that a property
owner’s rights extend to the heavens,? the Court nonetheless ruled in Causby’s favor and
granted him compensation under the Fifth Amendment’s Takings Clause.

In a recent Brookings Institution paper, Pepperdine University law professor Gregory
McNeal proposed to amend state laws to provide property owners with a cause of action
when a UAS operator flies below 350 feet above ground level for the purpose of violating
privacy.** This would provide a 150-foot buffer between private property and the minimum
navigable airspace altitude of 500 feet.”® To be sure, punishing trespassers who aim to
violate another’s privacy within the 350-foot column above private land would not protect
against all UAS privacy violations, but it would offer far more protections from UAS
invasions of privacy than current law.

McNeal’s approach is intriguing and avoids many of the pitfalls of technocratic regulatory
approaches. However, under current FAA guidance that limits UAS operations to 400 feet
above ground level, this would allow only 50 feet of airspace for UAS to operate without
risking accusations of unlawful surveillance.?® This meager operating window is unlikely to
satisfy recreational, commercial, and research UAS operators, and may retard UAS testing
and development.



In addition, California legislators recently attempted to codify a 350-foot trespassing
standard.?”’” The problem, as McNeal noted, is that the California bill would have deemed
any UAS operating below 350 feet above ground level without the express permission of the
private property owner to be trespassing, regardless of whether the operator knowingly did
so or intended to snoop on someone.” Thankfully, California Governor Jerry Brown vetoed
the bill.” Unfortunately, the aborted California approach is likely to reappear in future
legislation.

Given these policy alternatives and tradeoffs, the best current course of action is likely no
action, beyond perhaps restricting law enforcement use of UAS.*® The UAS sector is
expected to grow substantially in the coming years. In addition, at the direction of President
Obama,* stakeholders are currently working within a National Telecommunications and
Information Administration framework to develop national UAS privacy and civil liberties
best practices.* Exercising policymaking restraint as this nascent technology evolves may
prevent early political missteps that have the potential to lock in counterproductive legal
regimes.

Airspace Management. Congress is currently considering major reforms to U.S. air
traffic control, likely by spinning off the FAA’s Air Traffic Organization into an
independent, nonprofit air navigation service provider, similar to the reforms that led to the
creation of Nav Canada in the 1990s.** At the same time, the agency is busy attempting to
comply with the FAA Modernization and Reform Act (FMRA) of 2012, in which Congress
ordered the FAA to complete “the safe integration of civil unmanned aircraft systems into
the national airspace system as soon as practicable, but not later than September 30,
2015.7%

The FAA has not met the FMRA airspace integration deadline, but the reality is even
worse. It was only in February 2015 that it opened its required UAS integration
rulemaking—which only applies to SUAS under 55 pounds.® Further, its proposed rules
rely on dubious legal authority and would prohibit a variety of useful UAS operations such
as flying beyond an operator’s line of sight, flying at night, autonomous flying, and other
activities.® A recent Government Accountability Office report found that the FAA is
unlikely to finalize its SUAS rule until late 2016 or 2017—a partial step toward complying
with Congress’s 2012 FRMA airspace integration mandate and over a year late.*’

Clearly, the FAA has bungled the integration of UAS into the airspace. What can be done
to improve the regulatory landscape?

While the FAA will retain safety regulatory authority under any of the alternative
institutional frameworks, one reasonable possibility is transferring UAS air traffic
management responsibility away from the FAA and to another entity. This option is
supported by many in the UAS industry.

The National Aeronautics and Space Administration (NASA) has convened a group of
stakeholders to develop an Unmanned Aerial System (UAS) Traffic Management (UTM)



framework for low-altitude sUAS.* Noted private participants include Amazon, Google,
and Verizon. As currently envisioned, there will be two forms of UTM: portable and
persistent.*” Portable UTM can be deployed on the fly to support operations such as
precision agriculture and disaster relief. Persistent UTM relies on a fixed infrastructure
continuously covering a specific geographical area, enabling regular operations such as
parcel delivery.

UTM conference organizers still officially plan to turn over the system to the FAA once it is
completed, estimated in 2019. However, both Google and Amazon have proposed UTM
frameworks that rely on the delegation of traditional FAA air traffic control responsibility to
private parties.*

Google’s model is most explicit in this regard, as the figure below shows a federated system
of private sUAS air navigation service providers (ANSP), each of which manages specific
sUAS product lines or activities.

Google’s UTM diagram of federated UAS airspace network managers
ASPs connect data and authorities (ATC) to UAS operators and vehicles over comms networks.
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Under this federated approach, airspace managers can implement UAS technology that best
suits their and their customers’ needs. In addition, these UAS ANSPs would be privately
funded and operated, perhaps excluding the hobbyist market. Again, the FAA would retain
safety regulatory and licensing authority, but would not face the common tension—and
fiscal constraints—between the competing missions of managing the airspace efficiently and
managing it safely. Adopting something similar to Google’s approach to airspace



management would greatly speed the deployment of new sUAS technology and resulting
benefits to firms and consumers.

One harmful airspace management technique that has been gaining steam is requiring all
UAS include what is known as geofencing technology, which can prohibit operations within
a certain predefined area.*' No-fly zones can be established either by preprogrammed
software aboard the UAS that has a registry of prohibited areas or by ground infrastructure
that sends a radio signal to a receiver on the UAS to prevent it from entering a geofenced
zone or shut it down as it enters geofenced area. Sen. Charles Schumer (D-N.Y.) has been
the most vocal proponent of a geofencing mandate and will likely to try to include

legislative language to accomplish as much in the forthcoming FAA reauthorization.*

There are two major problems with Sen. Schumer’s approach. First, concerns over
malicious airspace invaders—whether peeping toms or terrorists—are unlikely to be
addressed by a geofencing mandate. When Chinese UAS manufacturer DJI began including
geofencing technology on its Phantom series vehicles, a hack was posted online within four
days of DJI's firmware update.* As UAS safety consultancy Wolf Unmanned Air Systems
notes:

Geofencing is only reliable in conditions where full communications to either a GPS
satellite, a remote control operator, or both, are maintained. So, this technology is
only reliable in the conditions where UAVs are least likely to cause a problem.
Furthermore, the software required to delineate an “off-limits” area or height is
easily accessible and manipulated.*

Second, there is the question of what to do with the existing civilian UAS fleet in the U.S.,
whose number is estimated at approximately 1 million. Would a mandate, which would
take years to develop and risks locking in obsolete technology, require a nationwide
retrofitting of pre-mandate UAS? Who would pay for this? How would it be enforced?
These are questions proponents of geofencing mandates have been unable to answer.* Until
they can—which appears unlikely—wise policy makers should ignore their calls for more
intrusive government regulation.

Conclusion. UAS technology offers to transform the way we live and work. This will
bring many benefits, but as with any new technology, there are challenges. UAS can be used
by criminals and could potentially complicate airspace management. Yet, this does not
mean that government must engage in a flurry of legislating and rulemaking. On the
contrary, existing law and the private sector are clearly equipped to deal with many of these
challenges.

The biggest risks with respect to UAS are well-meaning but overzealous policy makers eager
to legislate or regulate in a manner that would restrict or prohibit future UAS applications.
This does not mean legislators and regulators should not follow the evolution of UAS
closely. To be sure, statutory and regulatory changes will be needed in the future. But policy
makers must understand that UAS technology is currently in its infancy and that rash
actions, however well-intentioned, are likely to do more harm than good.
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