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Senators Attempt Balancing Security and “Right to Know”
By Angela Logomasini'

The Department of Justice (DOJ) warned in year 2000 that the risk of a terrorist attack on a U.S.
industrial facility was “both real and credible.”™ Since September 11, members of Congress have debated
how to address security issues, including security at industrial plants that use chemicals. This paper
discusses two proposals that are now pending in Congress.

The Senate Environment and Public Works Committee recently approved the “Chemical Security
Act of 20017 (8. 1602), which the Senate may include as part of its bill to create a Department of
Homeland Security. Sponsored by Senator Jon Corzine (D-N.I.), S. 1602 is being marketed as a security
measure, yet it is really designed to serve a radical environmental agenda at the expense of national
security. Hailed as a “breakthrough™ by the radical group Greenpeace,’ the bill would slap industrial
plants that use chemicals with new regulations and would give EPA unprecedented power to meddle in
manufacturing and other industrial processes.

Recently, Senator Christopher Bond (R-Mo.) has taken an important step by offering the
“Community Protection from Chemical Terrorism Act” (S. 2579). Bond’s bill would reform an existing
“right-to-know™ law that currently makes accessing sensitive information about industrial facilities easy.
Reforming this law is necessary to ensure that this information won’t be available to terrorists who might
use it to select targets and plan attacks on industrial facilities. Bond’s proposal to reform this law
recognizes the danger of releasing sensitive information and the need for controlling its distribution to
protect public safety. However, he needs to make some critical improvements to ensure that his proposal
legislation will adequately address this problem.

Background. A provision buried in the 1990 amendments to the Clean Air Act requires facilities
to develop risk management plans (RMPs), which were supposed to help them prepare for accidental
chemical releases. The law then directs EPA to make these plans publicly available.
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After September 11, public officials finally pulled the RMPs and their summaries off federal Internet
sites. Yet the federal government still makes the full information easily accessible at federal libraries.?

Unfortunately, at least one so-called “‘citizen group™ had already downloaded the summaries
from EPA’s website, and it continues to host them online today.9 Some summaries include OCA data,
but the amount and quality of information they offer varies widely from one summary to the next. Some
summaries are nearly as detailed as the plans themselves and some include additional details. Many
summaries feature figures related to potentially exposed populations.

Why Distribute This Information?  Environmental and “citizen” activists claim this
information is valuable because they say it informs the public about risks in their communities. In
reality, it does nothing of the sort. RMPs include fictitious scenarios of the most highly unlikely
catastrophic chemical releases. Accidents may happen in the real world, but these scenarios go well
beyond the realm of reality. They assume every mitigation measure at a plant would fail and that nothing
would be done to control a release. Nor do the plans provide the type of information that could save lives
should an accidental release occur: RMPs don’t educate the public on how to respond in the event of an
emergency.

There is a reason why the Clean Air Act demands that RMPs be drafted in this manner. Those
who wrote the provision designed it to serve a radical environmental agenda, one that focuses on
elimination of chemicals. If activists can use this information to scare the public, they can mobilize them
to push for greater regulation and eventual bans.

In fact. three months after EPA made RMPs available in public libraries, Greenpeace published
horror stories on the Internet: “Greenpeace and the Working Group on CRTK [community right to know]
collected this alarming data from the U.S. EPA reading room in Washington, D.C.,” the organization’s
press release read. “The data released today is for companies reporting worst case scenarios that could
put 100,000 or more people at risk,” it continued. Along with the press release, Greenpeace posted
numerous maps of potential releases, which include the location of schools, hospitals, and population
figures. The activist group even listed 50 facilities along with population data, enabling terrorists to rank
those H)lants according to the size of populations at risk — exactly what security experts wanted to
avoid.

Chlorine is among their biggest targets. Greenpeace’s Joe Thornton once noted, “There are no
known uses for chlorine which we regard as safe.”’!  More recently, perhaps in recognition that this
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The Community Protection from Chemical Terrorism Act. S. 2579 represents an important
step in the right direction. However, it needs considerable improvement before it can achieve its
purpose. The most important contribution of this bill is that it finally provides official recognition in
Congress that this information is dangerous and needs restriction. Accordingly, the bill begins what
could become a constructive process that could eventually produce a solution.

The bill would still allow the public to view plans at libraries, but the plans would no longer
include any plant identifying information. If logically applied, that means EPA would eliminate public
access to name, address, and such things as a plant’s longitude and latitude. The public would simply
view plans without knowing to which plant they pertained. This provision wisely recognizes that
providing OCA details on specific plants poses too great a risk.

In addition, the bill prohibits note taking by those who view the plans. This is a critical
improvement over current law because if someone still figures out what plant a particular RMP covers,
this provision would make it difficult for them to collect and distribute that information. In particular, it
would hinder the efforts of groups like Greenpeace that collect RMP information at libraries and then
post it on the Internet.

The critical weakness of the bill is that it stops short of complete removal of RMPs from public
libraries. Allowing people to view plans without knowing to which facility they apply poses two basic
problems. First, it does not provide the public with good information, and second, it runs the risk that
terrorists could still discover a way to select plans for specific facilities.

On the first point, the elimination of all identifying information begs numerous questions for the
public. How will people specify what plans they want to view? Will they be able to select a plan for
viewing by specifying its geographic location, effectively selecting the facility they know is located
there? If citizens can view facilities within their communities, they will likely know which ones they are
viewing, even without reading the name on the RMP. A provision in the bill suggests that individuals
might even be able to request an RMP for a specific facility by name since the bilt notes that librarians
must note which facility an individual selects for viewing.

In any case, if the public can only view random plans, what use would that serve other than to
scare those individuals who come upon some of the more alarming scenarios? They would simply be left
to wonder whether they lived near the facility. This approach would work to the advantage of activist
groups that use RMPs to scare the public. In that case, activists could highlight the most dangerous-
sounding scenarios and then exclaim that the federal government won't let the public know if the plant is
located near their homes.

The second concern focuses on whether terrorists could still figure out ways to request RMPs for
specific plants even without asking for them by name. Although the addresses and names may be
missing, other information can serve identification purposes. For example, if they select plans based on
geographic criteria, they may be able to easily select specific plans. In addition, they can use executive
summaries that self-designated “citizen groups”™ continue to keep on the Internet. Unfortunately, these
summaries alone are dangerous enough, and Congress has few options other than to ask private groups to
voluntarily remove them from their sites. The existence of the summaries strongly supports a policy that
involves the complete removal of the RMPs from libraries. That is because the summaries may make it






alone can decide which technologies are inherently safer for thousands of industrial plants of numerous
kinds and circomstances should raise alarm. The bill demands that EPA become entangled in myriad
industrial processes and encourages the agency to second-guess the expertise of process safety engineers
and environmental health and safety personnel.

A serious risk of this approach is that EPA may force plants to make changes that look good on
agency and environmentalist press releases, yet create greater risks. For example, a Fertilizer Institute
representative pointed out at a congressional hearing that there are no substitutes for ammonia — which
1s essential for productive farming. The Institute also contends there are no safer ammonia production
processes than those in use. What would happen if EPA were to cave in to the agenda of environmental
activists and decide that plants can meet the mandates of this law by reducing ammonia production
domestically? We might then experience increased risks associated with transportation of ammonia from
the Middle East, moving it through U.S. ports in potentially high population areas.”

Moreover, the idea that there is a clear path to “inherently safer” processes is naive. Everything
in life carries a trade off; deciding what’s best depends on the circumstances. For example,
environmentalists and some local officials have bragged that they reduced the amount of chlorine stored
at some facilities, suggesting they have reduced risks. They say others could be led to do the same under
S. 1602. But what about risks associated with more frequent transportation of chlorine to those facilities?
Would there be more transportation-related accidents? What happens if a transportation problem holds
up deliveries to one of these facilities, and it runs out of supplies? Without adequate supplies of chlorine
on hand, do we risk inadequate treatment of our water supplies? Has EPA conducted a “worst case
scenario” to estimate how many thousands of people could die from unsanitary water?

For example, one industry representative pointed out the potential peril of such policies at a
recent congressional hearing. He noted that when Olympic officials requested that Union Pacific
temporarily halt rail transportation of chlorine through Salt Lake City during the 2002 Winter Olympics,
they naively thought it would serve as a security precaution. But since facilities usually keep only a
couple days supply of chlorine on hand, a moratorium could have caused serious public health problems
if the supply had been held up.*' Residents in Peru learned about the dire impacts of inadequate water
disinfection in 1991. Inadequate chlorination is cited in scientific literature® as a key contributor to the
cholera epidemic that started in Peru and then spread throughout South America, leading to 533,000
cholera cases and 4,700 deaths.

Some plants have switched from chlorine to other disinfectants — another move that some call
“inherently safer.” At issue is whether replacements are as effective. Similar recommendations by
environmental activists that we switch to allegedly safer alternatives have created serious problems in the
past. In one case, environmentalists pushed hospitals to eliminate products that contain mercury. When
hospitals complied with those demands and began removing mercury-containing blood pressure
equipment, doctors found that reliance on inadequate substitutes can have devastating effects. New York
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