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SAFE would eliminate specific key lengths from the regulations, allo\ving consumers and firms 
to employ unlimited-length keys without waiting for bureaucrats to react to their standards' discredit. 
Such lack of specificity is good because the benchmark of true security increases. It is likely that even 
the new standard, 80-bit, will be broken before the year 2000. Americans and foreign buyers of 
American products should not have to jump through slowly-revised federal hoops before they upgrade 
their security. 

Moreover, export controls chill domestic development, since it is easier for a firm to produce 
and distribute a single, weak version rather than a strong domestic version and a weak, regulation-
passing export version. In fact, some firms have ceased operating in the U.S., taking advantage of their 
product's intangibility and incorporating in countries without encryption regulation. Hush 
Communications, for example, recently launched a new service - free encrypted email - in April. But 
they did so from the British West Indies. 

SAFE only goes so far to relieve this burden, allowing firms to export their products freely when 
a comparable foreign product is already available. This allows U.S. cryptography products of varying 
strengths to hit foreign markets, but ensures that they will be second to market - an unnecessary and 
possibly disastrous restriction, especially when brand-switching requires a user to learn a new program. 

The real prize. More fundamentally than its economic effects, SAFE would remove an obstacle 
to one of Americans' most cherished prerogatives - being left alone. Encryption allows even the 
relatively computer illiterate to keep their business and affairs to themselves. In a free society, allowing 
the market to provide such a service should go without saying. 

The law enforcement community, especially at the federal level, distrusts encryption because it 
fears encryption will interfere with the monitoring schemes it uses to catch criminals (primarily drug 
offenders). To soothe them, SAFE also imposes criminal penalties for using encryption to conceal 
evidence in a crime. But that's unlikely to satisfy the Federal Bureau of Investigation and other law 
enforcement agencies, who are accustomed to nearly limitless wiretap and other monitoring authority. 
Nonetheless, since telephone wiretaps are disproportionately used to gather evidence in drug and vice 
cases, not the emotional, headline-grabbing cases of terrorism or murder, it's unlikely that Americans will 
want to give up more of their privacy and personal security just to keep one more pot dealer off the 
streets. 

In any case, there is no reason why the FBI should be exempted from law enforcement 
innovation. Wiretaps themselves arose as a response to the telephone; no doubt many pre-telephone 
agents would have been just as happy had there never been a telephone. Imagine criminals' being able to 
talk to one another over great distances! 

Conclusion. In short, SAFE still unnecessarily hamstrings U.S. firms by forcing them to follow 
in their foreign competitors' footsteps when it comes to opening markets abroad. That is the argument 
cited most often by Rep. Goodlatte and other SAFE supporters in Congress. But SAFE's abolition of 
arbitrary key-length standards and its implied affirmation of Americans' right to encrypt their 
communications with whatever products they see fit are bold steps in the right direction, and will affect 
far more than just the bottom line. 


